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Ebstract - At JPL we have developed, and impl emen;ﬁ,
a process for achieving life-cycle risk managemert .
This process has been embodied in a software tool and
is called Defect Detection and Prevention (DDP). The
DDP process can be succinctly stated as. determine
where we want to be, what could get in the way and
how we will get there. The ‘determine where we want
to be’ is captured as trees of requirements and the ‘what
could get in the way’ is captured-as trees of potential
failure modes’. Scoring the impacts of these failure
modes on the requirements results in a prioritized set of
fallure modes. The user then selects from a set of
PACTs (Preventative measures, Anayses, process
Controls and Tests) each of which has an effectiverﬁ?
versus the various failure modes. It is the goal of ‘the
DDP process to optimally select the subset of the
PACTSs" which minimizes the residual risk subject to the
project resource constraints.

The DDP process is intended to facilitate risk
management over the entire project life cycle beginning
with architectural and advanced technology decisions all
the way through operation. As the project design,
technology content and implementation approach
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" Failure mode hereis used in its most general sense —
inability to achieve the requirements.

* Note that each PACT has some resource costs
associated with if (e.g. dollars, schedule, mass).

matures, the requirements and failure mode trees are
elaborated upon to accommodate the additional
information. Thus, the DDP process is a systematic,
continuous, top-down approach to managing risk.
Implementation of the DDP process requires a critical
mass of expertise (usually the project team and a few
specialists) and captures both their engineering
judgement as well as available quantitative data. This
additional data may result from models, layouts,
prototype testing, other focused risk evaluations and
ingtitutional experiences. The DDP process aso
identifies areas where additiona information would be
advantageous, thus alowing a project to target critical
areas of risk or risk uncertainty. This also alows the
project to identify those areas which would benefit the
most from application of other quantitative tools and
methods (e.g. Monte Carlo simulations, FMECAS, fault
trees).

The software tool supports the DDP process by
providing guidance for implementing the process steps,
graphical visualizations of the various trees, their inter-
relationships and the current risk landscape. The toal is
capable of supporting on-the-fly knowledge elicitation
as well asintegrating off-line deliberations. There are a
variety of available outputs including graphs, trees and
reports as well as clear identification of the driving
requirements, ‘tall-pole’ residual risks and the PACTs
which have been selected and agreed upon. The DDP
process has been applied at various levels of assembly
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including the system and subsystem levels, as well as down
to the component level. Recently significant benefits have
been realized from application to advanced technologies,
where the focus has been on increasing the infusion rates of
these technologies by identification and mitigation of risks
prior to delivery to a project.
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1. INTRODUCTION

We have developed and implemented a process [EE]
embodied in a software tool [BJEJ5). The DDP process can
be very briefly summarized as determining: Where we want
to be, what could get in the way, how we will get there. This
isavery genera statement and is the primary reason that the
DDP process has been, or can be, applied from the mission
suite architecture level al the way down to the
interconnections on a bare die. It has been said that DDP
could be applied to develop approaches to handling teen-age
children, but thisis probably beyond the scope of any known
process.

Background

Within NASA and the aerospace industry as a whole, there
has long been a general feeling among project personnel that
too many PACTSs are being performed and that the ‘value-
added’ of many of them is limited. However, it is unclear
exactly where the excess is located. Within the Mission
Assurance community, there is a general worry that either
not enough or barely enough is being done. However, it is
unclear where the ‘barely screened’” failure modes are
located. Both of these views are probably correct as the next
figureillustrates.

“ Screening out the defects’

As a background for understanding the DDP underlying
process, consider This picture is intended to
illustrate that there are many potential mission failure modes
(these are depicted as solid lines). Various PACTs are
implemented (depicted as boxes with text in them) and these
PACTs detect or prevent the occurrence of some of the
failure modes (depicted as the disappearance of a solid line).

However, these PACTs may have limited scope (the width
of the box does not cover al possible solid lines) and non-
perfect effectiveness (‘escapes or un-detected or un-
prevented failure modes are depicted as dashed lines).
Examining the chart further, we see some cases of interest.
The solid line at the far right was completely unscreened
and has impacted the mission success. The solid line in the
middle had one chance of being screened (System Test) and
if that PACT is not performed or is modified in some way
that failure mode would not caught. There are also
numerous cases where the boxes, or portions of them, were
redundant, and did not all need to be performed. In the
language of the picture, it is the goal of the DDP process is
to facilitate the selection of the optimal combination of
boxes which are consistent with the project requirements.

’ MISSION FAILURE MODES ‘
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Figurel ‘Waterfall’ chart illustrating how potential failure
modes (solid lines) are detected or prevented) by the
application of the PACTs in the boxes and ‘escapes’ are
shown as dashed lines. Note that this figureis not to scale.

The DDP Process

As noted above, the DDP process is intended to help the
projects choose the optimal set of PACTSs consistent with
their resource constraints. We do not want to select PACTs
based on ‘what we've aways done' but rather on their
relative effectiveness at detecting or preventing the failure
modes which are relevant to the gspecific project
application. This requires knowledge of what the potential
failure modes are and their relative importance. It also
requires knowledge about what potential PACTs are
available and their relative effectiveness and resource costs.

The DDP process can be summarized as consisting of 4

steps shown in These four steps will now be
described.
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Figure 2 Roadmap from the DDP tool illustrating the 4
principal steps in implementing the DDP process. In this
particular evaluation, 32 Requirements were utilized (out of
32 identified), 67 of 69 Failure Modes were deemed relevant
and 38 of 87 possble PACTs were selected for
implementation.

Sep 0 (Understand the technology) — The goa of this first
step is to develop a more detailed understanding of the
product/technology under evaluation. Prior to any DDP
evaluation, it is imperative that the DDP team understands
the product under evguation, be it an entire spacecraft or a
particular technology=. Thus, the first step is an information
exchange meeting where the DDP team is brought up to
speed via any and all available information (e.g. documents,
drawings, block diagrams, layouts, test results). This also
allows the team to be fine-tuned by adding an expert or two
to achieve a ‘criticd mass' of expertise. For example,
spacecraft-level evaluations would require more systems and
architectural expertise, while detailed technology evaluations
would require more material s and device operation expertise.

The outputs of the DDP process will only be as thorough as
the available information and the breadth of the involved

8 This step is shorter or longer depending on the extent to
which the DDP team consists of members of the ‘already-up-
to-speed’ project team.

experts. The level of evaluation fidelity will only be as
good the level of information detail. At higher levels of
evaluation, the scoring will be primarily based on
engineering judgement and corporate knowledge bases. At
lower levels of evaluation, more detailed information is
generaly available (testing and modeling results, etc.) and
scoring can use ‘more digits of accuracy’. The DDP
process is designed to use all available information and
intentionally allows the mixing of engineering judgement
and quantitative analytical results.

Sep 1 (Develop the Requirements matrix)- The goal of this
next step is to develop a prioritized set of failure modes (or
risk elements). Inthe DDP process this is accomplished by
completing a Requirements Matrix (R), shown in Efror! ]
Reference source not found.) which determines the relative
importance of the failure modes and the extent to which the
various requirements are driving the risk. The i t of
each failure mode on each requirements is scored the
percentage of the requirement lost should the failure mode
occur.  Summing down the columns (weighted by the
relative importance of each requirement and the a priori
likelihood of each failure mode) yields the criticality of
each failure mode. Summing across the rows yields the
extent to which each requirement is at risk and thus
identifies driving requirements which may then be
reexamined for their necessity.

Impact of a given FM on a particular
requirement

Failure M odes
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Figure 3 The Reguirements matrix maps the impacts of
each failure mode (should it occur) on each regquirement.
Note that this schematic does not show the tree structures
of both the requirements and the failure modes.

It is important to note that within the DDP process, risk
criticality can be modified by changing the requirements or
their relative importance. The extent to which the

™ At higher levels of evaluation, the information regarding
effectiveness and impact is much more intuitive and
scoring usualy utilizes numbers like 0, 0.1, 0.3, 0.9 and
1.0. As the level of insight increases, the scoring can
utilize more precision as the evaluation moves into the
more analytical realm.



requirements are driving the design is valuable information
early in the requirement definition phase of the project life
cycle, where the project may be developing reguirements
early in the life cycle based on the intuition from scientists or
project engineers.

Sep 2 (Develop the Effectiveness matrix)— The goal of this
step isto develop a set of options (PACTS) for preventing or
detecting the failure modes. First the relative effectiveness
of the various PACT options versus the relevant failure
modes. Some PACTs may be very effective against a few
specific failure modes (e.g. PC board delamination testing
versus PC board delamination issues), while others may be
less effective against a much broader spectrum of failure
modes (e.g. end-to-end functional testing versus all possible
functional failure modes).

The Effectiveness matrix ( E ), shown in Figure 5]|captures
the effectiveness of each PACT against each failure mode

and is scored as the fractional reduction in the likelihood of
occurrence of the failure mode. In addition, each PACT has
resource costs associated with it. At the end of this step, the
DDP prepares the team with a collection of possible PACTs
(sometimes a baseline has already been chosen by the project
prior to the evaluation) and the costs associated with them.

Effectiveness of a given PACT to detect
or prevent a particular FM

Weighted Failure M ¢gdes

E

M aommEm

Figure 5 The Effectiveness matrix maps the probability of
detecting or preventing each failure mode by each PACT
should the PACT be implemented. Note that this schematic
does not show the tree structures of both the PACTs and the
failure modes.
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Sep 3 (Balance the risk and iterate)— The goal of this last
step, which is the primary goal of the DDP process, is to
select the optimal subset of PACTs which achieves balanced
risk consistent with the project resource constraints. The
risks have now all been appropriately weighted so a bar chart
of risks shows the tallest bars are those which are the most
important to address. The DDP process is graphically
summarized in Figure 5.

By choosing (or not) various PACT combinations, one may
watch the result ripple through the risk balance and the

resource totals. Thus, PACTs being applied to already low
enough risk elements may be un-selected to free up the
resources necessary to apply other PACTSs to those risk
elements which are currently too high. While the goal of
the process is to balance risk consistent with project
programmatic and resource constraints, it is possible that
thereis no set of PACTs which accomplishes thisgoal. For
example, extensive use of new technology, complex
operational scenarios, and overbearing cost and schedule
constraints may not alow a minimal risk program to be
achieved. However, in this case the DDP process will
dlow the project to identify specific areas where less
aggressive requirements, additional resources or additional
accepted risk would make a difference in achieving the
goals. The process of selecting the optimal subset of
PACTs is facilitated by a variety of tool features, but the
current version of the tool does not have an automatic
optimization algorithm, athough this is currently under
development.

Effectiveness of agiven PACT todetect

Impact of agiven FM on aparticular or prevent a particular FM
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Figure 5 Graphical summary of the DDP process. The
Requirements matrix results in a prioritized set of Failure
modes (sorted in the bar chart), a representation of the
driving requirements (not shown), and the residual risk if
the selected PACT s are implemented.

The DDP tool allows project personnel to zoom in and out
of any of these bar chartsin order allow risk examination at
a variety of levels. For example, a project manager may
only want to know which subsystem is the most at risk,
while the subsystem engineer may wish to know portion of
the subsystem is at most risk, etc.

USING THE DDP PROCESS TO DO RISK
MANAGEMENT

DDP as part of the NASA Risk Management Process



Risk management has some well-defined phases and
objectives which NASA has carefully articulated [E]. The
main elements can be summarized as:

* Risk Identification
* Risk Analysis

* Risk Planning

* Risk Tracking

* Risk Control

Using al of these elements has been demonstrated to be
essential to the successful management of risk and are
accommodated within the DDP process.

* Risk Identification

In order to manage risk, one needs to know what the risks
are. They may result from a variety of sources including the
technology content, environmental interactions, the
implementation and operation approaches, programmatic
congtraints and the mission duration. The DDP process
begins with articulating the requirements (“where we are
trying to go”) and then utilizes available project information,
experts and brainstorming to develop an initia tree of
potential failure modes. This tree is pruned and shaped by
the results of the evaluation and other introduced information
(e.g. Fault Trees, FMECAS). This tree development and
shaping process integrates top-down, system-level risk
(failure mode) identification with bottoms-up risk (failure
mechanism) identification in an attempt to more
systematically develop a achieve a more complete failure
mode tree. This process of tree evolution alows the DDP
process to stay in phase with the evolving design and
implementation decisions of the project.

 Risk Anaysis

The DDP process anal yzes the consequences of the potential
risks (failure modes) by scoring their impact on the
requirements should they occur.  This results in a
requirement-driven risk list where failure modes are derive
their criticality from their impact on (possibly) weighted
requirements. Note that the failure modes may also be
weighted by a likelihood of occurrence should nothing be
done (lightning strikes are an obvious example of a potential
failure mode which may not occur even if nothing is done).
This risk analysis also results in prioritized list of driving
requirements so it isimmediately visible which requirements
are at risk and to what extent.

* Risk Planning

The number of possible PACTs available for implementation
far exceeds the resources of any project. Furthermore,
different PACTs have a different effectiveness against
different failure modes. In most cases, there are also a
number of PACTs available for each failure mode (e.g.
design rules, process controls, testing, modeling,
inheritance). The DDP tool alows the users to identify
combination of PACTs which will not only adequately
address the risk but also most effectively utilize the available

project resources (e.g. mass may be at a premium but
additional schedule may be available). Users can explore
the possibilities of implementing different APCT suites,
adopt baselines and examine a variety of ‘what-if’ options.

e Risk Tracking

The tool has a number of report formats which can be used
by different personnel for different reasons. The risks can
be listed and include the PACTs which were selected to
ameliorate their impacts. These PACTs may be then
examined in detail to ensure the adequacy of the overall
mitigation approach. In addition, the user can generate a
report of the PACT selected and what they were intended to
prevent or detect. This alows the PACT engineers to
design the PACT to focus on the specific reasons for it's
performance and to avoid implementing portions of them
for which no real benefit is expected. There are a number
of other reports available.

e Risk Control

If requirements (or their relative importance) change, or
PACTs which were planned for implementation are not
performed, or new potential failure modes are discovered,
the tool performs real-time modification of the resultant
risk so the project aways has an up-to-date top N risk list.
This allows the project team to effectively control risk and
watch it’s growth or decline as the design evolves and the
results of implementation become available.

Using the DDP process over the entire project life cycle

DDP is intended to be used as part of a continuous risk
management process. The requirements, failure modes,
articles and PACTs are represented as tree structures to
emphasize the ability to use an evolving hierarchal
approach to perform the DDP assessments. This allows the
project team risk management efforts to remain as current
as possible with the rapidly evolving project design. The
early assessments will be more high-level, on average, as
the team is assessing the risk from high-level information
such as architectures, block and state diagrams, etc. The
result of this high-level evaluation is to target general areas
of risk with general approachesto mitigation. For example,
a particularly complex architecture may result in increased
emphasis on model development and interface management
while the reliance on heritage hardware may result in an
increased emphasis on ensuring consistent manufacturing
and evaluating the similarity of the intended usage
environments.

At higher levels of evaluation, the scoring is more intuitive
and becomes more analytical at lower-level, more detailed
evaluations. For very detailed evaluations of specific issues
(probability of occurrence, impact on requirements,
effectiveness of PACTs), a wide variety of additional
analytical tools are more suited to generating the greater
levels of accuracy. In this way, the DDP process can help
guide the projects in where to focus their high-powered



analytical capability. Thus, DDP attempts to integrate the
best of the intuitive and analytical approaches in the regimes
where each has the highest fidelity (see Figure 6).
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Figure 6 DDP integrates intuitive and analytical approaches
where each has the highest level of fidelity. When looking at
more distant horizons, the information is more vague and
intuitive insight is generaly more credible, while for near
horizons where a plethora of detailed data is available,
analytical approaches produce the highest credibility. The
arrows represent directions for improvement in these two
approaches.

The DDP process described can be applied anywhere in the
project life cycle — it just uses different information (and
team members) depending on the level of the evaluation.
This facilitates risk management over the entire life cycle
beginning with architectural design and technology content,
continuing through fabrication and integration, and finishing
all the way out at the end of operation. Figure 7 illustrates
this range of applicability along with other products which
may be relevant.

Value and Applicability of the DDP process

DDP has been shown to be a systematic, top-down approach
to manage risk, which also incorporates bottoms up
information as evaluations by a team focused on the details
may uncover failure modes and mechanisms which can have
system level implications.

This ability to incorporate the evolving design into the tool is
a key part of its value and applicability. Asan example, at a
higher level of evaluation, an architectural approach may
have the greatest potential for reducing risk and when this
preventative measure (P in PACT) is adopted by the project
it results in a collection of derived requirements which may
be at risk from more specific failure modes, which might be
mitigated by a collection of more specific PACTSs, and so on.
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Figure 7 DDP applicability as a function of project life
cycle. Different types of information may more useful in
different phases of application. FDPP=NASA Code Q
Failure Detection and Prevention Program and RBP=Risk
Balancing Profiles.

Another benefit of the DDP process is that it works best
when the DDP team consists of project team members and
required additional specialists. This helps ensure that the
project maintains ownership of the answer and avoids
problems with bringing external teams up to speed.

While the process can start with a clean sheet of paper (no
previously identified requirements, failure modes or
PACTSs), we have seen that the effectiveness of PACTSs can
be evaluated on collections of failure mechanisms without
specific knowledge of which project will be utilizing the
data. NASA Code Q is funding both the tool development
and tool population efforts and a variety of products
regarding PACT effectiveness and the failure des
associated with various technology types are available’.
This default information may be imported directly into an
evaluation and modified as required.

The process also helps the project identify areas where
additional information would be valuable, either to address
a risk element or to reduce the uncertainty of a risk
element. Thus, the project can identify areas which benefit
the most from other tools applied.

This alows the project to always maintain a current target
list of critical risk or risk uncertainties. Note that the DDP
process weights risk elements by impact on weighted
requirements (which are a direct flow-down from the
mission success criteria and their relative importance!) to
ensure that the project team members are focusing on those
issues which most affect the success of the mission.



THE DDP SOFTWARE TOOL

The DDP process involves gathering and reasoning with
guantitative data on requirements, failure modes, PACTS,
and relationships between these. Software tool support for
this process is essential. The first step in this direction used
Spreadsheets as the implementation,  successfully
demonstrating proof of concept of the process, and
establishing the directions in which more customized support
was needed. An implementation effort to fulfil these needs
was initiated two years ago, and versions of this
implementation have been used in the DDP applications
described in this paper. This section describes the key
aspects of this software tool support, its realization in the
current implementation, and our continuing development
efforts.

DDP software tool support needs

To be effective in complex domains such as spacecraft

technology, the DDP process must combine multiple

experts knowledge. To date, applications of the DDP

process have been organized as sessions in which those

experts contribute their knowledge, explore the implications

of its combination, and make decisions on selection of

PACTSs, etc. The needs of the software tool that supports

these sessions are therefore to:

e Accommodate on-the-fly input of DDP knowledge

e Perform the numerical calculations that underpin the
combination of the quantitative knowledge

*  Render theinformation in suitable visualizations

» Facilitate the experts in exploring alternatives
(selections of PACTS) and record their decisions

The DDP software tool was developed to satisfy these needs,
and we continue to evolve it as our understanding of these
needs improves. The primary chalenge faced by this
software is to gather a non-trivial amount of information and
make it available in ways that support human understanding.
The DDP tool is not used simply to gather data followed by
an automatic determination of the optimal solution. In part
this is because there are many factors that need to be taken
into account, and an efficient way to conduct a DDP
application is to have the experts perform the decision
making, aided by the DDP tool.

Realization in implementation

The DDP implementation takes the form of a Visual Basic
program, using an Access database for permanent storage. It
runs as a stand-along program on Windows platforms.
Where appropriate, elements of its look-and-feel replicate
features common to the Windows style of interface,
augmented by DDP-specific aspects.

The tool offers asmall number of key “views’, suited to the
portrayal, entry and editing of the various forms of DDP
information. These are:

e Tree views — used for hierarchies of reguirements,
failure modes and PACTs. Like the Windows File
Explorer, large hierarchies can be handled by
expanding and collapsing subtrees. Individual
elements, and subtrees of these elements, can be turned
“on” and “off”, via checkboxes (again, making use of a
familiar interface mechanism). The primary purpose of
this capability is to allow users to turn on and off
PACTS, in their search for a judicious selection from
among them. It also facilitates “what if” studies (e.g.,
“what if we were to give up this requirement?’), and
alows rapid customization of generic knowledge (e.g.,
turn off a failure mode that has no relevance to the case
at hand). During DDP sessions, users may (and do)
enter new elements into these trees, search through
them, and restructure them by copy & paste, drag-and-
drop, and promotion and demotion of subtrees.

e Matrix views — used for the quantitative relationships
between requirements and failure modes, and between
PACTs and failure modes. Like simple spreadsheets,
header rows and columns are used to display the titles
of the elements (e.g., requirements), while the inner
cells display the numerical values of the quantitative
relationships (e.g., degree of impact of a failure mode
onh areguirements).
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e Bar chat views - the DDP implementation
automatically computes the combined impact of failure
modes on requirements, and effectiveness of PACTs on
failure modes. The results of these computations are
displayed in bar charts.

*  The “Requirements Drivers’ bar chart displays the
status of each of the requirements — how much they
are impacted by falure modes. Each bar is
subdivided into the degree to which its requirements
was originaly at risk (prior to the selection of any
PACTSs), and the degree to which it is currently at
risk taking into account the mitigating effects of the
currently selected set of PACTs. Choosing the
option to have these in sorted order reveas the
requirements most at risk.

* The“Risk Balance” bar chart displays the status of
each of the failure modes — how much impact they
are causing to the requirements. Each bar is
subdivided into the degree to which it originally
impacted requirements (prior to the selection of any
PACTSs), and the degree to which it is currently
impacting requirements, taking into account the
mitigating effects of selected PACTs. Choosing the
option to have these in sorted order reveds the
failure modes contributing the most risk.

 The“PACTS’ bar chart displays the status of each
of the PACTs — how much impact-to-requirements
savings its selection would achieve, subdivided into
the savings it would accomplish independent of the
other PACTs (i.e., as if the other PACTs were all
unselected), and the savings it would accomplish
above and beyond the impact savings already
achieved by the currently selected PACTSs.
Choosing the option to have these in sorted order
reveals the PACTSs that have the most risk reducing
effects.

e Compact list views — used as an aternative to matrices
for the display of the quantitative relationships.
Modelled after “stem-and-leaf charts’ (a style which
Tufte attributes to John W. Tukey, “Some Graphical and
Semigraphic Displays’), they are a compact way to
portray DDP'srelatively sparse matrices.

These various views are kept automatically synchronized, so
that as the user makes an update via one such view, the
others are automatically updated accordingly. Over the
course of time we have added features that facilitate
navigating the complex risk landscape through these various
views.

The tool generates printable reports, and saves the inputs to,
and results of, a DDP session into a database, which can be
re-opened at alater date for further scrutiny, extension, etc.

While primarily a stand-alone implementation, we have built
some import/export capabilities to interact with companion
tools that also manipulate risk-related information, such as

the AskPete cost es&mar[ion and planning tool from the
NASA Glenn facility™.

Ongoing implementation efforts

We are engaged in an effort to pre-populate DDP with
knowledge bases of failure mode and PACT information,
gathered from experts in the various domains pertinent to
spacecraft development. We expect this will necessitate
extending the tool, to better facilitate downselecting from
the relatively large body of information to the subset
pertinent to the task at hand.

We are aso looking into adding capabilities to
automatically searching for near-optimal sets of PACTS.
This obviously relies on the resource costs of PACTS to
have already been provided. In DDP applications to date,
thisinformation has not been elicited for entry into the tool,
and therefore PACT selection has been a primarily manual
process. In this current practice, the tool presents cogent
visualizations of, essentially, just the benefit side of the
cost-benefit balance of PACT selection.

The Visual Basic implementation is the one we have used

in support of the DDP process applications so far. We are

continuing to maintain and extend this implementation for
the type of DDP sessions described throughout this paper.

We-—are also pursuing the development of a Java-based

implementation, which is being architected to

accommodate some extensions and variations on the DDP
process, especialy:

e More elaborate logical structures between and among
DDP elements, e.g., failure modes organized into fault
trees, whose nodes are “and” or “or” nodes with the
usual logical connotation; PACTs whose application
would have the side effect of inducing additional
failure modes.

e User-customizable computations (e.g., users may
choose to adjust the formula used to calculate the
combined impact of multiple Failure Modes that all
impact the same requirement).

e Collaborative and/or distributed DDP sessions, in
which multiple users may each have their own view
into the DDP space of information (through their own
computer terminal), and may each contribute to the
information. Effectively coordinating the on-the-fly
merging of inputs from multiple participants is
expected to be a critica issue to this mode of
operation.

e Increased interoperability, through compatibility with
data interchange standards (e.g., XML, STEP).

™ The Java development is being done by Dr. Julia
Dunphy.



APPLICATION TO TECHNOLOGY PRODUCTS
Technology Infusion Challenges

It has been widely recognized that a technology “gap” exists
between the NASA R&D community and the focused flight
project and mission communities. Interaction between the
two communities is still not done well and this has
exacerbated an aready problematic NASA technology
infusion problent™ The goal of this application of the DDP
process is to increase the infusion rates of advanced
technology into NASA flight missions by uniting the two
communities and retiring risk associated with technology
infusion.

We expect many technology developments to “die on the
ving” at lower maturity levels where product viability is (by
the nature of early R&D) unknown. This is the nature of
aggressive research programs and “dead ends’ can till be
looked at as successes. However, historically we have
assumed that once technology viability has been
demonstrated, the remaining “engineering” work needed to
make the product useful, should be easily achieved in aflight
project development environment. Unfortunately, what we
see instead is that overlooked failure modes, undetected or
not considered earlier in the product validation phase,
surface at the worst possible time when ongoing projects are
counting on the technology to be ready in time for their
mission.  Furthermore, while these failure modes are
predominately “simple” engineering issues these tend to be
show stoppers because they are discovered so late in the
project development life cycle. Technology infusion rates
suggested by a recent survey which looked at a random
sample of technology “pull” situations, indicate that once a
product has reached proof-of-concept (POC), it stands less
than a 40 percent chance of infusion into a flight system.
With the cost and visibility of flight projects being so high,
this has created a skeptical mission community which will
usually seek less risky COTS solutions at the first sign of
trouble with a given new NASA technology. The R&D
community which is unfamiliar with traditional flight project
practices, gain little education in the process of technology
infusion into flight systems and there is no real mechanism
to manage the technology gap.

DDP Impact on technology infusion

This has led us to develop a new way of handling risky
technologies which utilizes the DDP process in a series of
small workshops, and involves engaging a small team of
multi-disciplined “experts’, from a wide variety of fields to
“trouble shoot” the technology well before a project engages
to use it in space applications. Also participating in the

*A series of informal conversations with a variety of
industrial  partners would appear to indicate that the
industrial community at large could benefit from an
improved technology infusion process.

workshop are the researchers developing the product and
the specific project/mission customers who provide and
negotiate requirements. Risk issues and risk mitigation
techniques are weighted by the team and an approach is
agreed on to address each potential failure mode over the
course of the infusion process. A fina “risk balancing”
step selects (and deselects) work thus forming the final risk
portfolio and technology roadmap.

Technology developers who have participated in say they
gained a clear understanding of how their technology “fits”
into the defined application, and found strengthened
customer advocacy since there was now a clear workable
plan. In addition, the contacts made in the workshop could
now help them in the transition into flight. A third benefit
is that they gained a strong position in the proposa
competition since a multidisciplinary panel containing their
customers all agreed to the technology infusion
progression. . Often it was seen that substantial efforts in
non-technology development areas were necessary to
sufficiently mature the product prior to technology pull, and
funding could now be sought (and justified) in non-R&D
programs to get this work done. The opposite was true as
well where it was realized that the R&D efforts currently
being worked were not necessarily the highest priority, and
a course correction was necessary.

To date, we have applied DDP to four component level
developments and one software development with
extremely successful outcomes. In one case, a the
clarification of a major customer requirement led to
~$1.2M savings in work not reguired, and a product
delivery to the customer two years earlier. In another case,
a technology targeted for termination due to a lack of
customer interest, and poor hope for success, was rescued
and is now proceeding to multiple customer utilization.
The software study led to consideration of a commercial
software development environment to replace the
expensive software design practices used at NASA today.
Another technology development was discovered to be a
hopeless waste of funding given it's progress, status, and
team attrition situation.

CONCLUSIONS AND FUTURE WORK

The DDP process has been described. The process (and
associated software realization) is intended to enable life
cycle risk management. The process asks users to think
about where they want to be (requirements), what could get
in the way (failure modes) and what can be done about the
obstacles (PACTSs). The DDP process then asks for scoring
of impacts and effectiveness and produces a number of
outputs which are intended to aid in the achievement of
continuous risk management. The DDP process is a
systematic, top-down approach which integrates bottoms-
up information. Through requirement, failure mode and
PACT tree evolution, the process utilizes all available



information to provide the most up-to-date view of the risk
landscape. By combining both intuitive and analytical
information, the DDP process can be implemented over the
entire project life cycle.

While a large number of applications of the DDP process
have aready been performed, it is the goal of this year's
work to begin implementation on an entire project for it's
entire life cycle. Several candidates have expressed interest
but other opportunities are welcome.

The technology evaluation efforts to date have led to a JPL
initiative to institutionalize the process and evaluate all JPL
technologies which have reached ‘proof of concept’ and to
assist in developing aroadmap for likely flight infusion. The
next step in application to the technology infusion process is
to develop the infrastructure to take the information
collected, and develop a “skunkworks’ technology
maturation process to accelerate risk retirement in any given
technology, outside of the project and mission environments.
This process will be focused on making robust products out
of proven concepts, prior to project PDR. In this way, the
transition from R&D to CDR will finaly be managed
completely.

We are willing to team with other organizations to develop
additional add-ons for the tool and encourage beta-testing of
the tool to generate additional feedback regarding utility and
possible future directions.

The tool development work continues and this year is
focused on developing an automatic optimization engine,
implementing across the web, interfacing to other existing
tools and adding additional user features. In addition, this
year we are developing wizards which will attempt to couple
to ingtitutional expert opinion, closed loop process and
corrective action evaluations, lessons learned, and other
knowledge bases.
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